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STATEMENT REGARDING OPHRATING PROGEDURES IIJIPLEMENTINTS 47 C.F.R.
SUBPART U GOVERNING THE USE OF CUSTOMER PROPRIETARY NETWORK
tNFORffiATtOI{ {"CFNt"l 

'

Telekom Malaysia (USAI lnc. ("filI-USA") has established policies and procedures to
assure compliance with Part 64 of Title 47 of the Code of Fecleral Resutaiions, Subpart
U - Customer Proprietary Information ("GPN|") $ 64.2001et. seq. of ihe C,3mmis$ion's
rules,

TM-USA operates solely as a provider of wholesale international services. TM-U$A
does not provide any services to end-user customers in ihe Ur.rited States, and TM-USA
dqeg not permit CPNI to be used in its sales and marketing efforts, Nonetheless, TM-
USA has implemented the following CPNI use, notice, iulthentication, and security
procedures to ensure compliance with the Commission's rules.

L Notice Required For-Use of CPNI

TM-US-A has not provided notification ts its cuEtomers and hasinot asked for approvatto
use CPNI beceuee TM-USA does not use CPNI outside of the areas that are'atlowed
without customer approval. TM..USA does not share custorners CPNI with any joint
venture partner, independent contractor or any other third parly. ,n the everrt d1gf at a
future time TM'USA decides fo use CPilt in e manner that requires customer
appraval, it wlll do so in accordance with flre approvat and notice requirements
spscifiad in 47 CFR $$ 64.2007- 64.200A at the Cornmission,s rules.

ll. Safesuards on the Disclosure of Customer Proorietarv trletwork Infoqlation.

TM-USA has procedures in place to assure thet customers arre properly authenticated
prior to disclosing CPNI. TM-USA will properly authenticate a cuslomer prior to
disctosing CPNI as follows:

{a} In person. The customer nrust be personally known by the employee or the
cuslorner must provlde a valid photo lD matching the cu$tomer's account
information.

(b) Telephone accesB to CPNI. TM-USA will only disclose call detait infonnation over
the telephone, based on cuslorner-initiated telephone contact, if the customer first
provides JM-UIA with. a password, as described in paragrapfi (d) belorrrr tfrat is not
prompte! -bV tne carrier asking for readily available biographical information, or
account information. lf the customer does not provide a parisword, TM-USA will only
disclose call detail information by sending it to the customrar's address of record, or
by calling the cugtomer at the telephone number of record. lf the customr:r is able to
provide calldetail information lo TM-USA during a customer-initiated callrrithout TM-
U$A's assistance, then TM-U$A may discuss ihe call detail information provided by
the customer.

{c} Online access to CPlrll. TM.USA will authenticate a customer without the use of
readily available biographical information, or account information, prior to allowing
tne customer online access to CPNI related to a telercommunications service



account. Once authenticated, the customer may only obtain online access to CPNI
r€leted to a telecommunications seruice account through a password ihat is not
prompted by TM-USA asking for readily available biographical information, or
account information.

{d} Estehlishment of s Password and Back-up Authentication lllethods for Lost or
Forgotten PasEworde. To establish a password, TM-USA must authenticate the
customer wiihout the use of readily available biographical information, or account
information. TM-USA may create a back-up customer authentication method in the
event of a lost or forgotten password, but such back-up customer authentication
method may not prompt the customer for readily available biographical information,
or account information. lf a customer cannot provide the correct password or the
correct response for the back-up customer authentication rnetnod, the customer
must establish a new password as described in this paragraph.

(e) Notlffcetlon oJ lccouni cninges, TMTUSA will pnrmptly notify customers
immediately whenever a password, customer response to a back,up means of
authentication for lost or forgotten passwordg, online account, or address of record is
created gi changed. This iotificaiion may ne tnrough ;*oiif*rirri G;'*d;g;
sent by TM-usA to the telephone numuei,otrecor;, orr n1l maii torne aociiesslr
record, and will not reveal the changed information or be sent to the new accounl
information.

{Q Wholesale Customers. At this time, TM-USA has no rEtail end user customers and
only provides wholesale carrier-to-carier services in the United States. TM-USA and
its wholesale carrier customers address issues of CPNI protection specifically in their
contrac*s, and these may or may not differ somewhat from the authentieation
procedures identified in paragraphs (a) through (e) ab,ove.TM-USA's wholesale
customers each have a dedicated account repre$entative.

lll. Notification of Customer Proorietarv Network tnformation Securilv Breaches

In ihe case of a breach, TM-U$A will as Eoon aE practicable, and in no event later than
seven (7) bueiness days, after reasonable determination of the breach, etectronically
rylly !1" United States Seeret Service (USSS),and the Faderal Bureau of lnuesiitation
(FBl) through the FCC link at http:/Ar'ltqy-v.,tSqjgo,vr/eOlinni.

(a) Notifu customers only afier 7 futl business days have passed after notification to the
us$s and the FBI unless the us$s or Ffrlhas requested an extension.

(b) lf there.is an extraordinarily urgent need to notify affec{ec,l customers or the public
sooner in order to avoid immediate and irreparable harm, it will be done only after
consultation with the relevanl investigating esency. TM-USA shall cooperate witn tne
lg]iyTljl-g.:tiq-tllE esency's reqilest-to ioinimtze uny aAuCiseelr*"ti oi iucn
cu$tomer notification.

' l

(c) Maintain a recqrd of any breaches di$covered, notifications *iUu tu the USSS and
the FBI and nolifications made to customers. The record will include if availabte,
dates of discovery and notification, a detailed description rrf the CPNI that was the
subject_of the breach, ard the circumstances of the breach TI\4-USA shall retein the
record for a minimum of 2 years.
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